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|. LoRaWAN Evolution in the Context of Roaming
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|. LoRaWAN Evolution in the Context of Roaming
1.2 Usability of roaming for loT [2,3,4]

The areas in which we will undoubtedly find a large number of connected objects capable of roaming:

e On parcels: Tracking a parcel or valuable item in motion

e On transport: tracking the position of vehicles (boats, cars, bikes, trucks, planes, ...)

e On the animals: determine the position and health of the animals that change environment according to
the season.
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|.LoRaWAN Evolution in the Context of Roaming
1.3 Reminder: Activating the device in its hNS

Application = JS - AS

Server
'y
hNS-AS
Radio
Gateway
Y
Network Server
End - device ED - NS .| (home/serving/ hNS - JS .| Join Server
"| fowarding) 1
devEUI,AppKey,NewkKey devEUI,AppKey,NewkKey
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|.LoRaWAN Evolution in the Context of Roaming
1.4 Steps of LoRaWAN Passif roaming

There are currently two types of LoRa roaming: Handover Roaming and Passive Roaming

: LoRa Network LRNtwork‘ “ LoRa N rk ‘LRN rk‘ .
1. Packet 2z 1. Join-request
2. Lookup IP address of Join Server
2. Extract NwkID, lookup NetlD and
roaming policy for target network operator
I 3. HomeLNSReq
3. Lookup LNS 1 IP address based on 4.HomeLNSAns
NetID(if not cached already) using DNS
— A 5.ProfileReq "
5. verify MIC, check 6. ProfileAns
roaming Policy
7.PRStartReq <
6. PRstartAns 8.JoinReq
9. JoinAns
8. LNS2 is now NS for 7. LNS1 is still SNS 10;ERStanAne
Device 4
11. JoinAccept
A- Roaming Passif for an enabled End-device B- Roaming Passif for a not enable End-device
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lll. loT Roaming Architecture existing: loTRoam
3.1 Brief description & Block Diagram [1]

e Managing the interoperability issue between loT operators. DN;;E*?M

e |dentification of the sSNS from a DNS resolution.
e Management of roaming between loT networks.

IMT - JS
Ge'AP o (7 (5 GetsNs L J
® P . . t t sNS Net ID
assive roaming actvation.
e Use joinEUl.iotreg.net
6 sNSNetID
IMT - ED 1 iy 2 Afnic - NS (INS) il ¢
- 3 i nic -
Join Request (Pt Janrtier. Q¥ bdos) Join Request — IMT - NS (sNS)
“ [LoRa) | ’ [MQTT = TLS] Ed. —
AS) <Je b S Mutual Authentication " 2 @

3
Get JS's IP [ 4 JSIP Addres

[1] Balakrichenan, A. Bernard, M. Marot, and B. Ampeau, “loTRoam: design and implementation of a federated IoT roaming Dﬁs SEQLrJ\{)er
(Join

infrastructure using LoRaWAN,” 2021, working paper or preprint. [Online]. Available: https://hal.archives-ouvertes.fr/hal-03100628 , 6 Jan 2021
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lll. loT Roaming Architecture existing: loTRoam
3.2 Limitations associated with this architecture [1]

e The End-device owner has to have a unique JoinEUI which adds extra cost.
e Centralized provision of certificates between Network server.
e DNS queries during resolution are in the clear for:

o JoinEUl.iotreg.net

e NetlD.iotreg.net

' CA _
__________________________________________________________________________ Signs
/ f—‘—\

Telecom Afnic Labs lntmediate

Sud Paris CA
________________________________________________ b X\ Signs

4 N ’ ! r Y Leaf
[ s ] [ NS | | As J \ s ] | N J AS J Certificates
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IV. loT Roaming Architecture with DNS over HTTPS
4.1 Brief description of solution : Broker

Broker's Services for
University End-device

Transfer End-device
=== | settings for DNS resolution

Broker's Services for
L 5 " Company End-device
Persons responsible Broker's Services
for the End-device

Broker's Services for
—> ~ Research Lab End-device
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IV. loT Roaming Architecture with DNS over HTTPS
4.1 Brief description of solution : DoH

DNS Resolution
o Public.
o Private resolution (DoH)
Reduce signalling.
« Combine DNS resolution and authentication.

' DNS root Name
Server
2) devEUIl.broker.fr. 7

3) Go to Name Server for .fr TLD

1) devEUIl.broker.fr. 7 ol

>

4) devEUIl.broker.fr. 7

Client Resolver V‘ Name Server for
®

fr TLD

R

8) 2001:db:1:23 5) Go to authoritative Name Server

|_ DNS over HTTPS ( DoH) |

6) devEUIl.broker.fr. 7

T) 2001:db:1:23

RFC8484 : DNS Queries over HTTPS (DoH)
Year : October 2018 Authoritative

Name Server
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IV. loT Roaming Architecture with DNS over HTTPS

Root Server

Radio Gateway
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IV. loT Roaming Architecture with DNS over HTTPS

4.2 Flowchart (ongoing work)

Radio Gateway Afnic - NS (fNS) IMT NS (hNS)

IMT - ED (pkt forwarder - GW bridge)

&

Join Request [LoRa]

Join Request [MQTT/TLS]

Get Broker IP [DoH/DNS]

DoH Resolver Root Server

Broker's IP

DoH/DNS]

Get Broker IP [DoH/DNS]
TLD S IP [DoH/DNS]

Get Broker IP [DoH/DNS]

TLD Server

[
Broker's IP [DoH/DNS]

Get sNS IP [DoH]

DNS Broker
(IMT)

[
SNS IP [DoH]

Join Request

JoinAns

JoinAccept [MQTT/TLS]

JoinAccept [LoRa]
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IV. loT Roaming Architecture with DNS over HTTPS

4.3 Reduction in the number of messages exchanged
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Get IP of
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V. Ongoing Work & prospects

Implementation of AFNIC’s proposal
e Creation of certificates
o Chirpstack GW, NS and AS

Partial implementation of PoC:
o Architecture design
e DNS Knot server and Knot

resolver configuration using DoH.

IMT Atlantique
Bretagne-Pays de la Loire
Feole Mines-Télécom

Complete implementation of the PoC.
e Broker Managment
e DoH client that can communicate
with the chirpstack LoRa NS.
o Creation of certificates

Testing campaign of the PoC.
e Security analysis
e Performance evaluation
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